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The Future Rests with IPv6
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Lam gi khi hét dia chi IPv4
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-Mua dia chi IPv4 tir khu vuc khac

-Lay dia chi IPv4 tir cac phan mang khac
-Dung Large Scale NAT

-Chuyén doi IPv6
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Liéu c6 thé dung NAT khdng ?

IPv4 today - “CV; \)
“ 7

IPv4 with LSN

C6 qua nhiéu van dé
nghiém trong xay ra
khi dung NAT:

 Pha v& mo6 hinh
end-to-end cua IP

« Mot s6 ing dung
khong lam viéc véi
NAT

=> Do vay NAT
khong phai 1a giai
phap lau dai
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VinaREN la két qua thwc hién Dw an Mang

TEIN3
GEANT2
INTERNET2
APAN

Théng tin A Au giai doan Il (TEIN2) tai Viét Nam
Mang tru,c qudc gia ctia VinaREN hinh thanh trén co
s& két n6i 6 NOC dat tai: Ha Noi, Da Nang, TP. HO —,

Chi Minh, Hué, Can tho, Thai Nguyeén.
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Internet

Céac mang thanh vién duoc két ndi véi VinaREN
thdng qua cac NOC duwa trén ha tang mang Metro
cua Viettel, cac két ndi tric tiép hodc bang kénh
thué riéng.

VinaREN hién da két néi hon 100 td chirc 1a cac
trwdng dai hoc, vién nghién clru, cac bénh vién Ion, AT T (e P o v s
cac trung tdm thong tin tw liéu & 11 tinh va thanh tE
phd 1&n trong cé nuwéc, vai 50 triéu ngudi dung g D"I:
thudc hon 8000 trung tdm nghién cru va dao tao

trén toan thé giéi.

Hue
University

1Ghps

45 Mbps

Hb tro, thic day nghién ctru, phat trién cac &ng
dung mang tién tién & Viet Nam: Telemedicine, Grid
computing, E-learning, cdng nghé mang tién tién,
dw bao thai tiét, 'ng pho véi bién dbi khi hau v.v.. ',

Can Tho University
CarTho Deparinertors &T

‘s Nha trang
University

VinaREN dwoc cap:

=32 dai dia chi public I1&p C;
=mot Autonomous-System (AS Number: 24175); B BT e JREN
=va mo6t dai dia chi IPv6: 2406:9000::/32



Van dé can giai

VinaREN hoat déng nhw moét ISP dung
riéng, co nhiém vu mé rong cac thanh
vién => phai déi mat v&i van dé can
kiét IPv4.
Pé dam bao cho sy phat trién, VinaREN
can phai chuyén sang IPvé
NHUNG cau héi la chuyén dbi thé nao ??
* S dung cong nghé nao ?
- Giai phap chuyén dbi ra sao ?
« Quy trinh chuyén déi gdbm nhirng
bwéc nao ?
e Liéu c6 van dé gi co thé xay ra
trong qua trinh chuyén déi khong ?,
néu cé thi phwong an khac phuc ?

= Can thiét c6 cau tra loi thdng qua
qua trinh nghién ctvu trién khai th
nghiém IPvé trén VinaREN
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http://www.tein2.net/upload/pdf/TEIN2_Topology_Poster_final.pdf

Muc tieu nghién ctru

Muc tiéu tong quan:
Pam bao mang VinaREN cé kha ndng mé rdong va hoat ddng 6n dinh khi
nguodn dia chi IPv4 trén thé gidi bi can kiét.

Muc tiéu cu the:

»Nghién clru gidi phap céng nghé cé thé st dung dé chuyén déi t dia chi
Internet IPv4 sang dia chi Internet thé hé mai IPv6 cho toan bd hé théng ha
tang, phan mém va dich vu chay trén mang VinaREN.

»Lwa chon gidi phap cong nghé dé chuyén dbi str dung dia chi Internet thé hé
m¢&i IPv6 cho mang VinaREN. Giai phap dwoc lwa chon phai phu hop voi
mang VinaREN trong bdi canh cac mang & Viét Nam theo nghia chi phi thap,
dé trién khai, quy trinh chuyén déi don gidn, mang hoat déng binh thuwéong voi
hiéu suat tt nhat co thé sau khi chuyén dbi.



NOi dung nghién cutru

1. Nghién ctu cac cong nghé chinh dwoc diung dé chuyén dbi sang IPv6.

2. Tham khdo kinh nghiém cla cac nwdc, cac td chirc trong viéc Iwa chon
cobng nghé va trien khai chuyén doi IPv4 sang IPv6.

3. T chire hgi thdo lay y kién cla cac chuyén gia ve cac van dé ky thuat,
kinh nghiém trién khai ap dung chuyén doi toan bé ha tang mang, phan mém
va cac dich vu sang st dung IPV6.

4. Th nghiém trén LAB mét s6 gidi phap cong nghé duoc dung pho bién
trong viéc chuyén doi sang dia chi Internet thé hé mai.

5. Khao sat, danh gia tinh twong thich IPv6 déi véi cac thiét bi mang, may cha,
may tram, cac dich vu va rng dung cua VinaREN.

6. Phan tich, danh gia, lwa chon céng nghé chuyén dbi IPv4 sang IPv6 phl hop
v&i tirng giai doan trién khai IPv6 trén VinaREN.

7. Trién khai &p dung tht* nghiém IPv6 trén céc thiét bi mang dat tai 6
NOC cua VipaREN, cac may ,Chl], may tram va cac dich vu, &rng dung tai
Trung tdm diéu hanh mang qudc gia cua VinaREN (VNNOC).

8. Dé xuat quy trinh chuyén dbi IPv4 sang IPv6 trén mang VinaREN.



Cac bwérc trien khai thir nghiém
IPv6 cho VinaREN

Buwac 1: Khdo sat hé thong mang VinaREN bao gom mang
16i, may chu, may tram, hé thong dich vu, (*ng dung.

Budc 2: BDanh gia kha nang trién khai IPv6 cho VinaREN
Budc 3: Thiét ké gidi phéap trién khai IPv6 cho mang VinaREN

Budc 4: Thiét ké giai phéap trién khai IPv6 cho hé théng cac
dich vu cua VinaREN

Buwéc 5: Thir nghiém trén hé thong LAB cla VinaREN
Buwdc 6: Trién khai trén hé thong thwe cia VinaREN.

Bwé&c 7: Sao lwu va tai liéu hoa quy trinh



Kha nang ap dung IPv6

1. Khao sat hé thong mang hién tai caa Vinaren
Vinaren da thwc hién cac cudc khao sat trén hé thong mang dwa theo cac
tiéu chi sau:

»Kha nang hé tro IPv6 cua cac thiét bi mang (bao gdm cac thiét bi Gateway, thiét b
dinh tuyén Core, thiét bj mang Distributed, thiét bi mang Access).

»Kha nang hé tro IPv6 cua cac thiét bi, may cha (bao gébm céac server phuc vu dich
vu DNS, Web, Mail...)

>MUrc d0 hd tro IPv6 cla céac thiét bi dau cubi (bao gdbm cac may tram, thiét b
Wireless Access Point, thiét bi Video Conference,...)

2. Két qua khao sat va thir nghiém dich vu
Sau qua trinh khao sat va th&r nghiém dich vu trén Vinaren, nhdm nghién
ctru da téng hop lai mot s6 van dé nhw sau:

> Nhiéu thiét bi mang chwa hé tro’ IPv6, hé thdng may chii chwa hé tro hoan toan.
>Hé théng may tram con nhiéu may s dung windowXP chwa hé tro hoan toan
IPv6, Wireless AP chuwa hé tro IPv6, Video Conference cing chwa hé tro IPv6 &
nhiéu thiét bj tai cac ving mang thudc VinaREN.
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Thor nghiém IPv6 trén Lab

Kich ban 1: Xay dwng va mdé phong céng nghé IPv6 Dual-Stack
Kich ban 2: Xay dwng va mé phong cong nghé IPv6 Tunneling
Kich ban 3: Xay dwng va mé phong cong nghé IPv6 NAT-PT
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So do6 mo hinh IPv6 Dual-Stack

Server01

IPv6: 2495:4800::/32

Dual-Stack

. Dual-Stack Dual-Stack

DNG

Dual-Stack

Server02
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So do moé hinh IPv6 NAT-PT

~1Pv6 Network \

IPv6: 2002:7712:8e04::/48

O trong méi trworng LAB clia mang Vinaren, nhém nghién ctru da tién
hanh thtr nghiém 2 céng nghé NAT-PT quan trong la Static NAT-PT va
Dynamic NAT-PT.
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So’ d6 mé hinh IPv6 Tunneling

IPv6 IPv6
Node Node
Edge Internet Edge
Router Router

IPv6 =T e

Island Island

-,

IPvE IPvE
Node Node

— Tunnel . o T—

IPv4-Only
Metwork

Cé modt sd co ché IPv6 Tunnel chinh dwoc thir nghiém trén LAB:

»Manual Tunnel IPv6
»Tunnel 6to4
»Tunnel ISATAP
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MO hinh Manual Tunnel IPv6
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MO hinh Tunnel 6to4

119.18.142.1 119.18.142.11

Tunnel1 6to4

™
A T
Server01 .
N /
RN A //ff’ Server02
IPv6: 2002:7712:8e01::/48 ~ AN
v © NS /7/ W IPv6:2002:7712:8e0b::/48
= i
= N /;?'/
R Y
iy &
119.18.142.4

IPv6: 2002:7712:8e04::/48



MO hinh Tunnel ISATAP

Server01 Server02

2495:4800:2:2:5efe:192.168.100_240/128]

2495:4800:1:1:5efe:192.168.100.250/128
ISATAP
Tunnel Tunnel
119.18.142.1
" #
-
\\\ ///
-
X 4
T>‘\ AN
A /5/\\'/
X y
~3 ey

IPvG: 2002:7712:8e04::/48
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Uu diém

Nhuoc diém

Loi khuyén

Céu hinh don gian
Mang IPv4 van hoat dong song song

véi mang IPv6

Céc ung dung phai hd trg Dual-Stack
Céc router, server trong mdi truong mang
déu phai hd trg Dual-Stack

Cac router ton bo nhé dé luu trir théng tin

cua mang IPv4 va mang IPv6

La lwa chon sé mot trong qua
trinh chuyén dich mang tur

IPv4 sang IPv6

HJ tro trao doi thong tin giita cac Site
IPV6 riéng biét.

Khoéng can nang cip ha tang IPv4
trong mang trung tdm

HG trg nhiéu kiéu cau hinh Tunnel

Manual, Dynamic, ISATAP..

Cac thiét bi bién phai hd trg Dual-Stack
Vé6i Manual-Tunnel: Phai cau hinh static
Tunnel gitra c&c cum IPv6 Network, chi co
tac dung Point-To-Point

CAu hinh kha phtrc tap

- Uu tién & muc tht hai

Cho phép trao doi giita mang IPv6 va
mang [Pv4 thong qua mot router bién

NAT

NAT khong support Cisco Express

Forwarding (CEF) trén Cisco, do do phai
disable CEF trén Cisco
Tao ra diém Single Failure trong mang

CAu hinh phtrc tap

- Khong uu tién khi thuc hién

chuyén doi

So sanh cac cdong nghé chuyén doi
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Giai phap chuyén doi
Trong giai doan dau, do hé thong mang VinaREN:

v'Con nhiéu trng dung van st dung IPv4, da phan hé théng mang van dang chay trén
ha tdng mang cuta IPv4.
v'Khéng di kinh phi dé& xay dwng mot hé théng dich vu IPv6 hoat déng ddc lap.
v'Hé théng mang va may chu cda Vinaren hé tro day dd kha nang Dual-Stack IPv4 va
IPv6.
v'Nén quyét dinh nam trong kha nang clia hé thdng sé trién khai Dual Stack trén toan bd hé
théng mang Vinaren va may chd cau hinh Dual Stack dé& hé tro day du ca IPv4 va IPv6.

v'M6t may tram khi truy cap mang néu duoc ciu hinh cip IPv6 va IPv4 déng thdi, sé ludn
wu tién St’y’dung IPv6 trwde tién, trong trwdng hop website, hodc ng dung khdng hd tror
IPv6, sé tiep tuc str dung IPv4.

v'Trong mot s trrdng hop, cac khu viec mang ctia Vinaren khéng cé thiét bi hé tro’ IPv6,
tuy nhién can phai truy cap vao cac hé théng mang chay IPv6, khi day can trién khai giai
phap IPv6 Tunnelling over IPv4 dé dam bao thiét lap dwoc két ndi tir gitra cac ving mang
IPv6 doc lap. O day co 2 giai phap Tunnel dwoc str dung 1a IPv6 Tunnel Static va IPv6
Tunneling Dynamic.

MGt truong hop khéc, khi cén cho may tram hoac thiét bi chi IPv6 can truy cép vao viing
mang IPv4, dé hai bén trao doi v&i nhau can str dung giai phap NAT-PT dé giai quyét cac
trwdng hop nay.

20



Quy trinh chuyén doi IPv6 trén
hé thong mang VinaREN

>Lén ké hoach danh dia chi va dinh tuyén IPv6 cho VinaREN

>Dinh tuyén IPv6 trén mang truc ctia VinaREN

»Chuyén dbi IPv6 cho céc dich vu an toan IPv6 (twdng Itra, IDS, IPS)
»Chuyén dbi IPv6 cho céc dich vu IPv6 can thiét nhw DNS va DHCPv6
> Chuyén dbi IPv6 cho cac rng dung va dich vu (Web, E-mail, v.v...)
»>Chuyén dbi IPv6 cho cac may chu

>Chuyén dbi IPv6 cho cac may tinh nguei ding

»Chuyén déi IPv6 cho céc thiét bi PDA/Mobile

>Thiét lap tinh két ndi IPv6 v&i cac mang (Internet, Internet2, TEIN).

21



Trién khai thir nghiém trén VinaREN

So d6 mang core Vinaren

& &

HUE-02 HUE-01

HCM-03 HCM-02 CT-01

Dwa trén cac danh gia khao sat va cac két qua lab trén hé thong lab cta
Vinaren, viéc trién khai thor nghiém IPv6 cho Vinaren sé dwoc thwc hién
theo cdng nghé Dual-Stack va bao gébm 3 phan:

*Trién khai trén mang truc

*Trién khai trén hé théng wng dung mail, web, DNS,

*Trién khai trén hé théng cac may cha, may tram, VC, wireless (AP)
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Két qué th&r nghiém tai core router & Da Nang

Administrator: CAVWindows\system32homd.exe
CosUsers~Administrator>ping vinaren.vn

Pinging vinaren.vn [2406:700@:-1@801:-1:-:16%Y]1 with 32 bhytes of data:
Reply from 2406:9000:18A1:1::167: time<ims
Heply from 24806:980800:18A1 1167 time<ims
Reply from 24806 :280800:10@01 :1:-:167: time<inms
Reply Ffrom 24806:980800:18A1 1167 time<lims

Ping =s=tatistics for 2486:98000:18@01 :1:-:16%7:

Packets: Sent = 4, Received = 4, Lost = A {(@x loss>,
Approximate round trip times in milli—seconds:

Minimum = Bm=z,. Maximum = Bmsz,. Average = Hm=

CosxUzers~Adminisztrator>ipconf ig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
IPuve Addy»es=s. . . . - . - . .
IPve Address. . . . . .
Temporary IPub Address.
Link—local IPvt Address
Default Gateway . . . .

2406280001801 =4:=:33

2406 : 2800016801 =4 :-Ff591 : c522 - d28BG6 = d3
2406 2890018901 = dcchf 6?2 - Yeed - aP42
fel8B::-Ff5921:-c529:-d286:-d3=x11

24806 989808018801 =4 : =

fe8B:-Z21b-dff cfee?-4b@f:x11

Tunnel adapter Local Area Connection**® 11:

Media State . . . . . - & & o o Media disconnected
Connection—specific DHS Suffix

CosUsers~Administrator>




Két qué th&r nghiém dich vu IPv6 E-Malil

[1] Capturing from Broadcom L2 NDIS dlient driver {not tcp port 3389) [Wireshark 1.6.5 {S¥N Rey 40429 from /trunk-1.6)]

Eile Edit Miew Go Capture  Analyze  Statistics  Telephony  Tools  Inkernals  Help

= UM EEXZEE Aes0T L BB RQAQAT | #DMB%|E
Filker: Iipvﬁ ﬂ Expression.., Clear Apply
Mo, ITime ISource IDestination IProtocoI ILength IInFo Iﬂ
=T
759044 230, 254464 2406:0000:1001:1::12406:9000:1001:4:cchf:6¢092:7ead:a742 TCP 1514 [TCP segment of a reassembled PDU]
755945 230, 254515 2406:5000:1001:4:cc2406:9000:1001:1: :163 TCP 74 49349 > https [Ack] Seq=1539 aAck=42270 win=56160 Len=0
75946 239,254670 2406:9000:1001:4:cC2406:9000:1001:1: 163 TCP 74 49349 » https [ACK] Seq=1539 Ack=43710 win=64800 Len=0
75547 239.255006 2406:9000:1001:1::12406:9000:1001:4 :cchf:6c52:7eed:ava2 TLSwl 1234 application Data
FH001 230,473969 2406:9000:1001:4 :cc2406:9000:1001:1: :163 TCR 74 49349 > https [ACK] Seq=1539 Ack=44870 win=63640 Len=0
76141 239.987657 2406:9000:1001:4:cC2406:9000:1001:1: :163 TLSV1 821 application Data
FELS57 240, 000611 2406:0000:1001:1::12406:9000:1001:4 :cchf:6c02:7ead:a?42 TCP 1514 [TCP segment of a reassembled PODU]
7EL58 240,001734 2406:9000:1001:1::12406;:9000:1001:4;:cchf:6¢92:7eed:avd2 TCP 1514 [TCP segment of a reassembled POU]
FE159 240, 001860 2406:0000:1001:1::1 2406:9000:1001:4:cchf:6c92:7ead:a7d2 TCP 1514 [TCP segment of a reassembled PDU] —
FELAD 240. 001984 2406:5000:1001:1::12406:9000:1001:4:cchf:6c92:7eed:a742 TCP 1514 [TCP segment of a reassembled PDU]
7616l 240.002109 2406:95000:1001:4:cC2406:9000:1001:1::163 TCP 74 49349 » https [ACK] Seq=2286 Ack=49150 win=64800 Len=0
76162 240.002111 2406:0000:1001:1::12406:9000:1001:4:cchf:6c52:7ead:a?42 TCP 1514 [TCP segment of a reassembled PDU]
TELG3 240, 002235 2406:9000:1001:1::12406:9000:1001:4 :cchf:6ch2:7erd:ar42 TLSwl 1255 application Data
76166 240, 0023598 2406:5000:1001:4:cC2406:9000:1001:1: :163 TCP 74 49349 > https [ACK] Seq=2286 Ack=52070 win=64800 Len=0
76200 240, 201576 2406:5000:1001:4:cc2406:9000:1001:1::163 TCP 74 49349 > https [Ack] Seq=2286 aAck=53251 win=5361% Len=0
76305 240,4598709 feB0::f591:c520:d28Tf02::¢C S50P 208 M-SEARCH * HTTR/1.1 j

Frame 85720: 628 hytes on wire (5024 bits), 628 bytes captured (5024 hits)

® Ethernet II, src: vmware_99:c8:df (00:0c:29:959:c8:df), Dst: Cisco_e?:4bh:00 (00:1bh:0d:e?:4b:00)

Internet Protocol version &, src: 2406:9000:1001:4:cchf:6c52:7eed:a742 (2406:9000:1001:4:cchf:6c52:7eed:a?42), Dst: 2406:2000:10001:1::163 (2406:0000::
# Transmission Control Protocol, Src Port: 49349 (49349), Dst Port: https (4430, Seq: 4593, Ack: 54371, Len: 554

[ Secure Sockets Layer

Kl

0000 00 1B od e¥ 4B 00 00 0OC 2% 99 CB df 86 dd 80 00

0010 00 00 02 3e 05 40 24 06 50 00 10 01 00 04 cc bf

0020 6 92 7e ed a¥ 42 24 06 50 00 10 01 00 01 00 0O

0030 00 00 00 00 01 63 c0 <5 01 bb a3 o9d 6a 5 39 b2

0040 05 <0 50 18 f9 d7 Se Bc 00 00 17 03 01 02 25 34
oA =3

[aTal-¥a] hE 7 Al k2 -2 af FF [ A Y
O| Broadcom L2 MDIS client driver: <live capturein ... |Packets: 149436 Displayed: 487 Marked: 0 Profile: Default

Ll f 1=

ES

Két qua WireShark thé hién ban tin IPv6 trao déi gitra may tram va Mail Server
2406:9000:1001:1::163



Két qua thir nghiém dich vu IPv6 Web

Eservervimmoer W nsiey -5 xSyl

File Action Wiew Help

e A= RE = Hm§8E
S Server Manager (DNS3)
: ! ig&:ctive Cirectory Domain Services o Type Data 0.1.0.0.0.1.0.0.0.0.
Bl Z DNS Server g—l(same as parent folder) Start of Authority (SOA) [1], dns3.vinaren.vn., hast...
= H_?E DNS §—|(same as parent falder) Mame Server (NS) dns3.vinaren.vn,
= ﬂ DMS3 é—l2495:4300:omo:omu:uoou:... Pointer (PTR) ALY, COMm, YN
(] Global Logs
=[] Forward Lookup Zones
.
=N

Actions

Mare Actions 3

_msdcs.vinaren.vn
055, 00%, ¥
test.com.vn

winaren.vn

| _msdes Userssadmninvb >ns Lookup

_:ltes { ows Internet Explorer |
_tep

| _udp @:—j - http:”www.vinaren.vn;‘ j | X ILwe Search P~
~| DomainDnsZones . B i
len w o 8 Trang cho f v By v o= v Page (0 Tods v ?
| ForestDnsZones
| wnorid
wjol.info.vn
= ipvé.com.vn 7 oand
B[] Reverse Lookup Zones www.vinaren.vn

-] 1.0.0.0.1.0.0.1,0.0.0.5.6.0.4.2.ip6. arpa

= ) >
=L 139.18.119.!n-addr.arpa Server: dns3.vinaren.vn Nh c

- | 142.18.119.n-addr.arpa Address: 2486:9080:10@1:1::167

48,191.203.in-addr . arpa

50.161.203in-addk arpa 400 5006 1061:1: 164
52.191.203.in-addr . arpa

=H
=

119.18.142.164

Danh muc Théng tin

INTERNATIONAL TRAINING WORKSHOFS
Tintiie & S kign HANOI, VIETNAM

Ed
Conditional Forwarders C:\Userssadminu6dping wow.vinaren.un June 2012

E ﬁ;_'] Features .. . L R
nne > H H 1 Théng tin cong nahé . E
124 Group Policy Management glggégg :]u}gu&ulnal en.un [2406:9000:1801:1::16 a 4 nghe intERLab fn’ (E:)APNIC
=1 m Diagnostics b Reply from 64: time{lms Thu wién &nh : —
Event Viewer Reply from 64: time<ims
Reply from 64: time{ims ) _,@H o
Reply from 64: time{ims Videns g }’1-1-3 EN

NASATI fov

I

- [ R -

Ping statistics for 2406:9000:1001:1::164: A s
Packets: Sent = 4, Received = 4, Lost = Théng fin Néi bg
Approximate round trip times in milli-second .
Mininum = Bnms, Maximum = Bms, Average = So do website

C:s\Uzerssadminub > Tuligu

Phuong tién s6 héa siéu dé nét cao 8K duge trinh dién tai hi thao
TEIN2 LambdaGrid toin cau

Tl s TE Thodmes A0 AN R 44.300

C T T [ |6 mteret | Frotected Made: On




Két qua thir nghiém IPv6 VC

MICROWAVE OVEN

IPELA-PCS-XG80

L/ 1970/11/04 06:35

™ Machine Status > Machine Information
2.03.00
Presentation

Option I/F None
Communioat| Host Neme VINAREN
LAN Line's IP Address 2406:9000:1001:3::250
ne o
MAC Address 00-24-BE-23-EE-AS

Serial Number 103041

RETPRTT——




So’ do trién khai thir nghiém thiét bi khong day

DNS

& SW Services
Mail @

Web

RV110W Wireless-AP

Y. Vlan 301
211@6,;\'31{][1[1:10[]1:1::]54

/ = ;: )
Vinaren Network : Nj
/

Dual Stack IPVA-IPYG PCreceied
DHCP IPvE

PC1 i
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QA

u hinh LAN va WAN cho
Cisco RV110W

e Small Business

cisco RV110W Wireless-N VPN Firewall

Getting Started

IPv6 LAN Configuration

~ Networking IPVE
L IPv6 Address: 2406:9000:1007:1
v LAN
MAC Address Clone IPv6 Prefix Length: 64 (Range: 0-127, Default 64)
R, Server Settings (DHCPVE)
Routing Table
Dynamic DNS DHCP Status:  Enable
1P Mode Domain Name: ipv6.vinaren.vn
» IPVG
* Wireless Server Preference: | 255 (Range: 0-255, Default 255)
> Firewall StaticDNS 1: 2406:9000:10014::167
StaticDNS 2: 2406:9000:10011:167
* Administration ClientLease Time: 0 minutes ( 0 means one day ) (Range: 0 5
il Small Business
e Addreee PosE Tahe cisco  RV110W Wireless-N VPN Firewall
[ | StartAddress | End Address Getting Started
(8] 2406:9000:1001:10:2 2406:9000:1001:10 IPv6 WAN Configuration
Add Row Edit Deleta ]
‘ ‘ ‘ ‘ | ‘ 7 Networking Internet Address (IPV6)

WAN WAN Connection Type: () Automatic Configuration -DHCPV (=) Static IPv6

MN st P carss

MAC Address Clone

Routing IPvE Address: 2406:9000:1001

Routing Table

Dynamic DNS

IP Mode

v IPv6

m Static DNS 1: 2406:9000:1001:1:167
IPv6 LAN Configuration
IPv6 Static Routing Static DNS 2: 2406:9000:1001:1::167
Routing (RIPng)
6104 Tunneling
IP¥6 Tunnels Status
Router Advertisement
Advertisement Prefixes

00
IPv6 Prefix Length: 64 (Range: 0-127)

Default IPv6 Gateway: 2406:9000:1001:3::1

* Wireless

* Firewall

* Administration




Két qua trién khai thir nghiém thiét bi khong day

il Viettel = 6:41 PM 49% =™

settings = WI-Fi Networks

-3 6:41 PM 49 % =

(]

uunil Viettel =

wir

A

Choose a Network...

- ~N
VINAREN P616 SR >)
v Vinaren_IPv6 = ©
Other... >
A A
Yy N
Ask to Join Networks m

Known networks will be joined
automatically. If no known networks are
) available, you will be asked before joining

ettt a new network.

< > = (= O

»>Céu hinh dia chi IPv6é may chil Web, Email theo che d6 Dual — Stack .
»Sau khi phan giai dia chi Web, Mail théng qua DNS IPv6, c6 thé truy cap web, email théng qua
IPVv6.
> Thir truy nhap web, email cia VinaREN bang cach st dung IPHONE ho&c may tinh xach tay
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Két qua két ndi IPv6 VinaREN vé&i TEIN3/4

ETE_7t04_VH#=sho bgp ipvht unicast summary

BGE router identifier 119.18.14%2. 22, local AS number 24175

B:P table wversion 1= 187907, main routing table wersion 187907

785 network entries using 110685 bytes of nemory

785 path entries using 59660 bytes of nemory

J065/623 BGP path<bestpath attribute entries using 989100 bytes of memory
2520 BGE AS-PATH entries using 95888 bytes of nemory

1073 BGP community entries using 91600 bytes of nemory

13 BGP extended community entries using 428 bytes of nemory

0 BGPF route-map cache entries using 0 bytes of mnemory

4251 BGP filter-list cache entries u=sing 51012 bytes of memory

BGP u=ing 1398373 total bytes of memory

BGE activity 407907391108 prefizes, 1133340-1116539 paths, =scan interval 60 =secs

Heighbor YV 45 M=zgRcowd M=gSent  ThlVer InQ Out( UpsDown StatesPizRcd
2001:254:1:F::1 4 24489 250238 110382 187907 I 0 &d04h 783
2406:9000:1000::1

4 24175 92682 146537 187907 I 0 4wdd I

RTE_7604_VHl
Viéc thir nghiém két n6i VinaREN véi cac mang chay IPv6 bén ngoai dugc tién hanh
thuc hién trén thiét bi Gateway cua VinaREN dang sir dung la Router Cisco 7604.
Thiét bi ndy hd tro hoan toan IPve.

Sau khi cau hinh, Router Cisco 7604 da két noi IPv6 véi mang thong tin A-Au TEIN
(Trans-Eurasia Information Network), va da nhan duoc day du cac tuyén duong IPv6
ctia TEIN véi s6 hiéu mang AS24489.
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Fle Edit View Favorites Tools Help

|®A524175 Vietham Research and Education Network - ... ‘ |

i Favorites ‘ 5% (& suggested Sites v €| Free Hotmal & | Get more Add-ons ~

X v B & mm v Page- Safety - Tooks - gh-

HURRICANE ELECTRIC

INTERNET SERVICES

A824175 VietNam Research and Education Network

I | =

o] Links AS Info
BGP Toolkit Home:
BGP Prefix Report Country of Qrigin viet Nam
BGF Peer Report
‘E—"Q—D" foyies Prefixes Originated (all): 5 Praefixes Announced (ally §
Word Feport Prefites Originated (v4) 4 Prefixes Announced (v4) 4 Education Network - bgp.he.net - Windows Internet Explorer
it Origin Routes Prafixas Originated (v) 1 Prefires Announcad () 1
DNS Report
Top Host Regort BGF Peers Observed (all). 2 |Ps Criginated (v4): 10,240
Internet Statistics BGP Pesers Observed (v4): 2 AS Paths Obsenved (v4): 253
Looking Glass BGF Peers Observed (v8) 1 AS Paths Observed (v8) 73
Free IPv6 Tunne!
|Pv5 Certification Average AS Path Length (all): 5620
b Frogress Average AS Path Length (v4): 5.494 »
Going liative Average AS Path Length (v3): 8.055 % B - O o - Page Safety~ Tods~ (@)~
Contact U
i Z TFS U0 VT 0240
AS24175 P4 Poers CASN Mame 2 AS Paths Dbsened (v4): 242
AS45300 VNPT Corp 1 AS Paths Observad (v6). 78
Ag244pg  rans-Eurasia Information Network (TEIN2) -
Norih 4yerage AS Path Length (all) 5.725
Average A3 Path Length (vd). 5.622
dverage AS Path Length (v6) 6051
AS45898 91%
AS24175 Py Peers AN Name
(] 4545303 VNPT Comp
@ miemet da - ®oow - | Trans-Eurasia Information Network (TEINZ) -
AS24480 e
. (i Microsoft PowerPo T < 11:04AM Heih

i http://bgp.he.net/AS24175

— AS24480 8%

AS45895 91%

AS24175 IPv6 Peers

Trans-Eurasia Information Network (TEINZ) -
AS24483 Lr;arr:;—Euraswa\nformatlon Network (TEINZ

AS2448% 100%

|E 0 Internet

:§1 & 100% -

el

M-




Két luan

Thay dbi hoan toan ngay lap tirc mang IPv4 cua VinaREN tré thanh mang
IPv6 la dieu khong kha thi do cac phwong tién, (rng dung, may tram dau cudi
con chuwa thye sy dwoc chuyén dich. Do vay, VinaREN da tinh dén cac
phwong an sao cho dam bao céac dich vu mang IPv4 van hoat dong binh
thworng, trong khi dé van phat trién cac giai phap IPv6 phu hop voi ha tang
mang VinaREN.
Trong qua trinh thc hién, nhém nghién clru dé tai da tién hanh khao sat trén
hé thong mang VinaREN dwa theo cac tiéu chi sau:
= Kha néng ho tro’ IPV6 clia cac thiét bi mang (bao gom céc thiét bi
Gateway, thiét bi dinh tuyén lop 16i, thiét bi mang I&p phan phdi, thiét
bi mang I&p truy nhap).
=  Kha nang hé tro IPv6 clia cac may chi (bao gdbm cac may chi DNS,
Web, Malil...)
=  Mdc do hd trg’ IPV6 clia cac thiét bi dau Cuéi,(bao gdm céac th[ét bi
may tram, thiét bi Wireless Access Point, thiét bi hdi nghi truyén
hinh)
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Két luan

Dwa trén két qua khao sat, nhom da dwa ra dwoc danh gia vé tam quan
trong va kha nang phat trién 1&n IPv6 cia VinaREN, da tién hanh nghién
ctru va thir nghiém cac cong nghé chuyén déi chinh sang IPv6 trén hé
théng LAB dé tir d6 dwa ra giadi phap phu hop cho VinaREN.

Nhoém nghién ctru da dé xuat ra quy trinh trién khai chuyén ddi IPv6 trén
VinaREN va da tiéen hanh thi nghiém cdng nghé da chon Dual Stack
trén mang that.

Két qua la IPv6 da dwoc thir nghiém trién khai thanh cdng trén hé théng
mang cua VinaREN.

Hién nay Dual Stack la phwong &n trién khai tot nhat cho VinaREN, tuy
nhién Tunneling va NAT-PT ciing la phwong an cé nhirng loi thé riéng.

Twong lai, khi VinaREN m¢& rdng dich vu, VinaREN cling can st dung
cé Tunneling hodc NAT-PT trong mét so trwdng hop.
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Pé xuat trién khai IPv6 trén VinaREN

>Pé trién khai IPv6 trén VinaREN can:

»>Tb chirc cac khoa hoc dé nang cao nhan thirc, kién thirc vé cac giai
phap cong nghé chuyén doi sang IPv6 cho cac thanh vién VinaREN.

»Tham khao, hoc héi kinh nghiém chuyén dbi IPv6 clia cac nha cung
cap dich vu, cac to chirc lién quan trong va ngoai nuoc.

»Nam bat xu thé va tién dd chuyén ddi ciia cac nha cung cap, cac to
chirc dé san sang cho viéc chuyén doi sang IPv6 & VinaREN.

»>Xay dwng ké hoach chuyén déi IPv6 cu thé trén toan bé mang
Vinaren.

»Thanh lap td cdng tac chuyén trach vé viéc thwe hién chuyén dbi dia
chi IPv6.

>Dé xuat voi cap trén mot sd chinh sach va hé tro kinh phi phuc vu
viéc chuyén doi.
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Pé xuat trién khai IPv6 trén VinaREN

Giai doan dau:

»Kich hoat Dual-Stack trén cac thiét bi mang, thiét bi may cha, va cac thiét bi may
tram c6 day du kha nang hd tro tinh nang Dual Stack trén mang Vinaren, nhw vay,
hé thdng cé thé hoat ddng déng thdi ca dich vu cua IPv6 va IPv4 . K& hoach nay
khéng Iam anh hwédng dén hoat ddng hién tai ctia Vinaren, ma van dam bao dich
vu IPv6 c6 thé dwoc trién khai an toan.

»>Dbi v&i cac viing mang khdng du kha nang chay dwoc IPV6 trén do (hién tai
chwa c6, nhuwng co thé xay ra), sé dé xuat xay dwng cac Tunneling dé két ndi cac
vung mang IPv6 vé&i nhau, Tunneling sé dwoc sir dung nhiéu trong qua trinh
chuyén dich sang thuan IPv6.

>Dbi voi cac dich vu doi hdi viéc két ndi tir cac dich vu IPv6 sang ving mang
IPv4, str dung giai phap NAT-PT dé dich cac ban ghi dia chi.

Giai doan cuoi

»Khi cac hé thong (rng dung, nha cung cap dich vy, va thé gi¢i da san sang cho
IPV6, chuyén toan bo hé thong Vinaren sang st dung mang thuan IPv6, loai bd
hoan toan hé théng IPv4 trén mang VinaREN.
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Kién nghi khi chuyén doi IPv6

» Vi hé thong mang Core Vinaren: C6 thé hoan toan trién khai hé thong  tich
hop IPV6 1an IPv4, chay Dual Stack trén cac router nay. Do vay can nang cap
IOS 1én phién ban ma&i hon. Néu c6 diéu kién thi nén nang cap ca Routing
Engine Card dé ho tro tot nhat cac dac diém cla IPv6.

> V&i hé thdbng may cha: Mét sc“} trng dung trén Window 2003 co thé chay
song song IPv4/IPv6 nén khéng can nang cap (DNS, Active Directory, Email
Exchange 2007). Mot s6 ng dung khac nhw ISA Server 2006 bat budc néng
cap sang thay thé hé thong Firewall khac dé support IPv6. Néu co diéu kién tot
nhat la trién khai hét cac hé thong may chu |Ién IPv6 cé nang lwc hé thong tot
hon.

> Céc hé thong may tram, da phan déu ho trg IPv6/IPv4 (tuy nhién Window
XP khéng ho trg IPv6 hoan toan), nén nang cap lén Window 7.

> DOi v&i hé thong Video Conference, c6 thé si dung véi giao thirc IPv4,
khéng can thiét népg céprlén IPv6 néu khong can thiét. bé nang cap Ién IPv6,
chi c6é cach thay thé hé thong Video Conference mai.

> Hé thong access point khong day hién tai khong ho tro' IPV6, néu muon
nang cap dung IPv6 phai thay thé bang thiét bi mai.
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Thuc day phat trién IPv6 giai doan I

> Tuyén truyén gido duc nhan thirc vé tam quan trong va tinh cap thiét phai
chuyén doi sang IPv6 cho cac cap lanh dao & ca khu vwc nha nwdc va doanh
nghiép (dac biét la cac ISP)

> HO tro kinh phi cho céc t6 chirc dé ho c6 thé chuyén doi sang IPV6 (nang cap
hay mua mé&i hé diéu hanh, phan cirng, thiét bi mang v.v...phuc vu hd tro tinh
twong thich véi IPv6)

> Duwa ra ké hoach dao tao mién phi vé cac céng nghé chuyén dbi IPv6 cho
can bo ky thuat (co dinh hwéng wu tién theo tivng khu vire trien khai)

> M@& céac khoa hoc vé IPv6 cho sinh vién trong cac trwérng Dai hoc dao tao
CNTT

>  Co chinh sach khuyén khich cu thé trong viéc phat trién cac ng dung IPv6
> Dua ra chinh sach yéu cau cac td chirc mua cac thiét bi CNTT méi phai co
ho tro IPv6

» Dua ra chinh sach khuyén khich wu tién cu thé cho cac ISP sém chuyén doi
sang IPv6 (vi du nhw giém thué thu,nhép doanh nghiép dé ho c6 kinh phi mua
sam thay mé&i hay nang cap cac thiét bi mang 16i cé ho trg’ IPv6)

» DPuwa ra chinh sach dé khac phuc dwgc tdm ly chwa vdi chuyén sang IPv6,

moi t& chirc déu chd doi ngudi khac lam trwde réi minh méi bat dau. .
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